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Increasing automation in the CPI has led to the growing use of logic-based control 
systems (or safety interlock systems) in safety-related and sequencing operations. .The 
growing complexity and safety-critical nature of typical applications make developing 
technologies for the formal verification of logic-based control systems with respect to 
their functionality a crucial and urgent issue. It still remains elusive to analysis, primar- 
i& due to the exponentialgrowth of the alternatives that must be examined with applica- 
tion size. Implicit model checking is a formal verification technology that can be applied 
to the verification of large-scale logic-based control system. Its primary advantage is to 
formally verijj large-scale coupled systems, where a novel and compact model formula- 
tion makes tractable previously inaccessible problems. Logic-based control systems are 
represented compactly as an implicit Boolean state-space model, and the properties to 
be verified are represented in the language of temporal logic. Verification is posed as a 
Boolean satisfiability problem and then transformed into its equivalent integer program- 
ming feasibility problem, which allows for eficient solution with standard branch-and- 
bound algorithms. Benefits of the methodology are demonstrated by applying to large- 
scale industrial examples. 

Introduction 
Safety and environmental regulations, economic objec- 

tives, and manufacturing constraints are encouraging the in- 
stallation of increasingly sophisticated discrete control sys- 
tems in the chemical industries. As a class of discrete control 
systems, logic-based control systems (LCSs) play an impor- 
tant role in safety-related tasks (e.g., safety interlocks) and 
sequencing tasks (e.g., start-up, shutdown, batch operation). 
Typical applications include boilers and furnaces, nuclear and 
chemical reactors, power generation systems, oil and gas plat- 
forms, large rotating machinery, synthetic pharmaceutical 
processes, and fermentation processes. 

As an example of a LCS and its underlying process, con- 
sider the tank-filling process in Figure 1, and its LCS repre- 
sented by a binary logic diagram (ANSI/ISA, 1981) in Figure 
2. The LCS shown is responsible for decisions concerning the 
running of the pump (the control element). Input signals to 
the LCS include hand-operated control signals (e.g., HS1, 
HS2, HS7), and signals that indicate threshold crossings in 
the system state (e.g., LSH3, LSH4, PSLS). The logic of the 
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control system embeds shutdown logic (e.g., the pump is shut 
down regardless of the system state if the suction pressure 
remains low for more than 5 s), permissivelogic (e.g., the pump 
cannot be started if switches HS1 and HS2 are ON simulta- 
neously), and sequences (e.g., open the inlet valve and close 
the inlet valve on the other tank, wait until the valves have 
responded, start the pump). Note that even in this simple 
example, multiple functionalities are embedded in a coupled 
manner. Due to the coupled embedding of multiple function- 
alities, modern LCSs exhibit considerable complexity (e.g., a 
burner management system, the safety system for a toxic 
and/or exothermic chemical reactor, or the interlock system 
for the top side of an offshore production platform). 

The two key issues in the design of a LCS are safety in- 
tegrity and functionality (AIChE/CCPS, 1993). Safety in- 
tegrity is usually quantified by availability and reliability, and 
the desired level of integrity is obtained by the selection of an 
acceptable configuration (e.g., redundancy and voting logic) 
and implementation (e.g., PLC and relays). Much progress on 
reliable procedures for achieving the desired integrity has 
been made in recent years, and these methods are now well 
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Figure 1. Tank filling process. 

established in industry (AIChE/CCPS, 1993). On the other 
hand, much less attention has been paid to formal design of 
logic-based control systems with respect to functionality. Fig- 
ure 3 shows recent data on the primary causes of control sys- 
tem failures in safety-related applications based on 34 inci- 
dents (Bell, 1994). According to this survey, the majority of 
failures are caused by inadequate specification and design of 
systems. The occurrence of these incidents would be greatly 
reduced if the original design or design modification could be 
verified formally against its specifications. For example, the 
LCS for the tank-filling operation in Figure 2 should be veri- 
fied against a set of specifications, such as the pump must be 
shut down if the tank selected for filling becomes full regard- 
less of other system inputs. Our studies and discussions with 
industry leaders indicate that there is currently an urgent need 
for the development of a formal and efficient approach to 

Figure 2. Logic-based control system for tank-filling 
process. 
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Figure 3. Primary causes of control system failure. 

the design and verification of LCSs with respect to function- 
ality. 

Thus, the growing complexity of LCS applications and the 
need for correct designs with respect to specifications to- 
gether with the ad hoc and/or inefficient nature of current 
industrial practices motivate the study of rigorous approaches 
to the design and verification of such systems. 

Functional design of logic-based control systems 
Figure 4 shows the prototypical formal functional design 

procedure for LCSs that we propose (Park and Barton, 1996). 
Ideally, the logic design stems from a formal specification of 
the intended functionality, although at present designs tend 
to be based on informal information collected from several 
sources, such as national standards, more detailed company 
interpretations of these standards, and process-specific docu- 
mentation. Once the logic has been designed, formal verifica- 
tion against these specifications is highly desirable. A guaran- 
tee for complete correctness at least for safety properties is 
essential. In both cases, the role of a formal implementation- 
independent representation is pivotal to the rigor of these 
steps. After successful verification, the system can then be 
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Figure 4. Prototypical functional design procedure for 
logic-based control systems. 
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implemented using particular hardware or software (in prin- 
ciple, automatically). Otherwise, the design should be 
amended to eliminate errors found in the verification step. 

As a further step, it is desirable to verify formally the func- 
tionality of the LCS, considering its dynamic coupling with 
the underlying chemical process. The notion of hybrid dis- 
crete/continuous dynamic systems (Barton and Park, 1997) can 
be used to formulate this problem. However, only a very 
limited class of hybrid systems can be verified in a formal 
manner (Alur et al., 1993; Kestne et al., 1993). Therefore, 
the hybrid system of the LCS and the underlying nonlinear 
process cannot be verified formally. However, the perform- 
ance of the LCS with its underlying process can be validated. 
Hybrid discrete/continuous dynamic simulation technologies 
(Barton and Park, 1997) can be used to study the overall sys- 
tem response in a set of key upset scenarios identified by a 
process hazard analysis. The results of such a validation step 
may identify problems with the original functional specifica- 
tions, and thus require revision and redesign of the logic. 

Formal verification of specifications against a specific logic 
design is the main topic of this article. Even though there can 
be different levels of verification or validation, we will focus 
on formal verification of the implementation-independent 
functionality of a LCS. 

F o m l  verrfication of logic-based control systems 
As a class of discrete dynamic systems, LCSs exhibit tran- 

sient behavior between discrete states by processing a se- 
quence of logic signals to produce a series of logical outputs 
interfaced to control elements in the process. Thus, LCSs can 
be described as sequential logic systems, logic systems whose 
outputs depend upon both current inputs and the past his- 
tory of inputs encapsulated in state variables (Friedman, 
1986), as shown in Figure 5. Figure 6 depicts state spaces for 
discrete dynamic systems and continuous dynamic systems. 
Compared to the infinite state space of continuous dynamic 
systems, the state space of discrete dynamic systems is finite 
but combinatorial, that is, the maximum number of discrete 
states is exponential in the number of state variables, al- 
though all may not be reachable in a particular system. This 
exponential growth of the state space is commonly known as 
the state-explosion problem. Formal verification of LCSs re- 
quires all reachable states to be explored (either explicitly or 
implicitly). Hence, state explosion creates severe problems for 
formal verification of large-scale systems. 

Extensive simulation is the most widely used validation 
technique in industry. Even though simulation-based meth- 
ods are relatively straightforward to implement, they are very 
costly and limited in the extent to which the complete state 
space can be explored. In particular, formal verification re- 
quires that a combinatorial number of states and transitions 
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Figure 5. Sequential logic systems. 
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Figure 6. State spaces of discrete and continuous dy- 
namic systems: (a) discrete state space: (b) 
continuous state space. 

must be tested by simulation. For example, exhaustive simu- 
lation of a sequential logic system that contains 100 inputs 
and state variables together will take about 4 X 10" years even 
if we assume that each simulation takes lo-'' s .  Due to the 
combinatorial number of possible states and transitions, sim- 
ulation cannot be considered as a viable formal verification 
technology for the large-scale systems currently being imple- 
mented in industry. 

Until now, the most successful verification methods for se- 
quential logic systems have been based on model checking 
(Clarke et al., 1986). Model checking is the problem of deter- 
mining whether a model of a design satisfies a given abstract 
specification or not. Within this framework, models are de- 
scribed as state transition systems (e.g., state transition 
graphs) and specifications are expressed in a propositional 
temporal logic. Most model-checking algorithms are also 
based on enumeration of the complete state space for the 
system. Enumeration-based model checking is highly auto- 
matic because it can find the set of states where a given 
specification is true without any user intervention, and the 
complexity of the algorithm is linear in the size of the state 
transition graph and in the length of the specification for- 
mula. However, model checking suffers from an explosion in 
the size of the state transition graph for large-scale prob- 
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lems, since the number of nodes in this graph (states) is expo- 
nential in the number of state variables, and the number of 
edges (transitions) is exponential in the number of inputs and 
state variables. A more recent development that attempts to 
mitigate this problem is symbolic model checking (Bose and 
Fisher, 1989; Burch et al., 1990; Coudert et al., 1990). The 
basic idea is to manipulate sets of states and sets of transi- 
tions instead of individual states and individual transitions. 
The Boolean formulas that symbolize sets of states and sets 
of transitions are represented by ordered binary decision dia- 
grams (OBDDs) (Bryant, 1986), which are often much more 
compact than explicit representations because they capture 
some of the regularity in the state space. While the idea of 
symbolic model checking and various refinements of the 
OBDD-based techniques have greatly increased the size of 
the problems that can be verified to over 400 state variables 
and states (Burch et al., 1991, 19941, many practical 
problems are still too large to be verified. It is therefore im- 
portant to find techniques to extend the size of the problems 
that can be verified (Clarke et al., 1993). Both model check- 
ing and symbolic model checking have been applied with suc- 
cess to several small- to medium-scale verification problems 
in the chemical industries (Moon et al., 1992; Moon, 1994; 
Probst and Powers, 1994; Probst et al., 1995, 1997; Jeon et 
al., 19951, although these problems probably represent the 
size limit of current verification technology. 

In this article, we present a novel model-checking tech- 
nique that in particular can be applied to systems of realistic 
sizes encountered in the chemical processing industries. Any 
formal verification technique raises the problems of model 
representation, specification language, and verification 
method. In our approach, the model for sequential logic sys- 
tems is represented implicitly in terms of a system of Boolean 
equations, and specifications are expressed in a subset of 
propositional branching-time temporal logic. Due to the im- 
plicit nature of the model representation, model formulation 
is not combinatorial, which increases the problem size that 
can be formulated dramatically. An efficient verification 
method based on the implicit enumeration implemented in 
standard integer programming techniques is employed to de- 
termine automatically if the specifications are satisfied by the 
model. As a result, our method does not involve explicit enu- 
meration of the full state space. The article is organized as 
follows. The next section describes the implicit model for se- 
quential logic systems, which is followed by the description of 
the class of temporal logic currently supported by our ap- 
proach for specification. Our verification technique is given 
in the fourth section, followed by an industrial-scale example. 

X In this section, we present an implicit Boolean state-space 

TRUE 
model for LCSs. 

Modeling time 

With reference to Figure 2, LCSs are passive in the sense 
that they do not manipulate control elements in the process 

FALSE 

system will then activate, calculate a transition in the output 
signals to the control elements (e.g., “Operate Pump” be- 
comes FALSE), and then become passive until activated again 
in a similar manner. Subject to this observation, the notion of 
physical time is replaced by the simpler notion of order among 
external events. 

Furthermore, comparing the relative input frequencies and 
the input-output response times of a LCS to those of a 
chemical process, it is valid to assume that any LCS will fin- 
ish its dynamic response to any external event before any fur- 
ther external event occurs. More formally, we assume that 
the LCS operates in a fundamental mode, which means that 
input signals are never changed unless the system is in a sta- 
ble state (Friedman, 1986). The system has reached a stable 
(or steady) state if none of the signals are changing given a 
fixed set of values for the input signals. Based on this as- 
sumption, we only consider ’stable states. 

Based on these observations, the physical continuous time 
domain is discretized at the points of external events or, 
equivalently, transitions in the input signals. Therefore, time 
intervals between events will not necessarily be uniform. Note 
that this timing convention will result in the minimum num- 
ber of discretization points while capturing all the relevant 
details, and timing is determined by the operation being per- 
formed by the overall system rather than an irrelevant uni- 
form clock signal. Finally, the timing diagram of Figure 7 rep- 
resents the convention for mapping between discrete and 
continuous time domains. For example, if the variable X ex- 
periences a transition from FALSE to TRUE at time tk,  the 
value of X at t ,  is taken to be TRUE rather than E4LSE. 

’ , 

I - 

Implicit Boolean state-space model 
The key property that distinguishes our modeling frame- 

work from previous efforts is the novel notion of implicitness, 
in the sense that the model encapsulates only the relevant set 
of time-invariant relationships between state variables, rather 
than a partial or full enumeration of the state space. Hence, 
our model is analogous to the state-space (or ODE) model of 
a continuous dynamic system. This implicitness leads to a 
compact representation of the system dynamics and avoids 
the problem of state explosion during model formulation. 

As mentioned earlier, LCSs can be described as sequential 
logic systems whose current states depend upon both current 
inputs and the previous state. The sequential logic system to 
be verified is modeled as a deterministic finite-state machine 
(FSM). A system is said to be deterministic if a given se- 
quence of inputs always produces the same sequence of out- 
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puts. The behavior of the FSM is described by a vector of n 
Boolean state variables X E { F ,  T)", a vector of m Boolean 
inputs U E { F ,  TI", and a vector of 1 Boolean outputs Y E 
{F,T}' .  Each discrete point in state space is encoded by an 
assignment of Boolean values to the vector of state variables. 
The state transition equation (Eq. la) and output equation (Eq. 
lb) for the FSM are given as a system of Boolean equations: 

where xk and x k - l  encode the current state and the previ- 
ous state, respectively; u k  and Yk encode the current input 
and output, respectively; and f:{F, T}" X {F, T}" -+ {F, T)" and 
g:{F, T)" X {F, TIm -+ {F, T}' are vectors of logical proposi- 
tions. The state transition equation characterizes a transition 
from one state to another for a particular valuation of the 
inputs, and the output equation calculates outputs for the 
transition. Note that the FSM described by Eq. 1 is com- 
pletely specified. In other words, the current state Xk and 
output Yk are uniquely determined for any pair of (Xk- I ,  Uk). 
The analogy between Eq. 1 and the familiar differential or 
difference equation models is evident. 

Definition 1. The transition from xk- to X ,  is legal if 
the transition satisfies the state transition equation of Eq. la. 

Definition 2. The state X is a valid state if it is reachable 
through legal transitions. 

-Definition 3. The state X is an initial state if it is unreach- 
able from any other states but there exist legal transitions 
from this state. 

The initial states represent states that the system enters at 
the beginning such as power-up states. Note that initial states 
must be specified explicitly in order to include them in the 
verification because they cannot be reached by any transition. 

By definition, any feasible solution that satisfies Eq. 1 rep- 
resents a legal transition between valid states or from an ini- 
tial state. Therefore, the Boolean state-space model of Eq. 1 
contains implicitly ail possible legal transitions between valid 
states or from initial states. Note that the model is compact 
because it includes only the relevant set of invariant relation- 
ships between variables. However, an additional algorithmic 
procedure is necessary to draw out explicit information such 
as a particular sequence of transitions. 

As an example, consider the tank interlock system (Victor, 
1979) represented as a binary logic diagram in Figure 8. The 
tank-filling operation is aborted by closing on-off valve SV430 
if there is a high-pressure alarm (PAH430) or the Stop but- 
ton is pressed, and can be resumed by pressing the Reset 
button. The signal SV430 is identified as a state variable due 
to the existence of the feedback path, and the signals PAH430, 
Stop, and Reset are inputs. The state transition equation is 
obtained directly from the logic in Figure 8 as 

where X = [SV430] and U = [PAH430, Stop, Reset]. The sym- 
bols { 1, A, V , -+ , - } are standard Boolean operators (or 
connectives) meaning {NOT, AND, OR, IMPLICATION 
(IF..  . THEN), EQUIVALENCE}, respectively. Note that 
there is no output equation in this example. Figure 9 is a 

PAH430 

SbP 

sv430 

Reset 

PAH430 q - 1  Tank 

s v 4 3  U 

Figure 8. Tank interlock system with its underlying 
process. 

state transition graph for this system. A node represents a 
particular valuation of state variables, and the edge repre- 
sents a transition from one state to another for a particular 
valuation of the inputs. A feasible solution of Eq. 2 corre- 
sponds to an edge in the state transition graph. For example, 
the edge F T represents the feasible solution xk- = [F], 
x k  = [TI, u k  = [FFT] of Eq. 2. Substituting this feasible solu- 
tion into Eq. 2, it is not difficult to see that the current state 
is uniquely determined by the current input alone. On the 
other hand, this is not the case for the transition T Z  T or 
F% F. In this case, the current input cannot determine 
the current state uniquely. Substituting Uk = [FFF] into Eq. 2 
yields x 1 . k  - x 1 , k -  Therefore, the current state keeps the 
value of the previous state. 

Subject to this observation, the transitions can be catego- 
rized into retentive and nonretentive transitions: 

Definition 4. The transition 1,- -Xk is nonretentive if 
x k  is uniquely determined by u k  regardless of x k -  Other- 
wise, it is retentive. If u k  represents a retentive transition, at 
least one element of the state transition equation (Eq. la) 
becomes XL,k - Xi, k 

The term retentive is adopted because these transitions re- 
tain partial or complete memory of the previous state of the 
system. 

The objective of our modeling is to construct a model that 
contains implicitly all possible legal transitions between valid 

uk 

where i E (1, . . . , n}. 

TF- 
FFF 

-T-, TF- 

Retentive transitions are underlined. 

Figure 9. State transition graph for tank interlock sys- 
tem. 
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Figure 10. Alarm acknowledge system. 

states or from initial states. The Boolean state-space model 
of Eq. 1 satisfies this objective. However, as discussed in the 
preceding section, we are only interested in stable states. The 
original model of Eq. 1 does not satisfy this requirement be- 
cause it includes both stable and unstable states, which are 
defined as follows: 

The state X is a stable state if it is the fixed 
point of Eq. l a  for given unchanging inputs U, that is, .f - 
f ( X , U ) .  Otherwise, it is an unstable state. The stable states 
correspond to the nodes with self-edges in the state transi- 
tion graphs. 

As an example. consider an alarm-acknowledge system 
(Moon et al., 1992) represented as a ladder logic diagram 
(Otter, 1988) in Figure 10. The signals Ack and Horn are 
identified as state variables because of the latching of the 
signals in rungs 3 and 4, respectively, and the signals HiL, 
HiT, Reset, and PB are inputs. The Boolean state-space 
model can again be obtained directly from Figure 10 as 

Definition 5. 

where X = [Ack, Horn] and U = [HiL, HiT, Reset, PB]. Fig- 
ure 11 is a state transition graph representing all the feasible 
solutions of Eq. 3. The state X = [ l T ]  is unstable because 
there is no valuation of the inputs that makes this state a 
fixed point of Eq. 3. It is therefore necessary to revise the 
original Boolean state-space model to exclude any unstable 
states. 

The revised implicit Boolean state-space model is 

I L 

Figure 11. State transition graph for alarm acknowl- 
edge system defined by Eq. 3. 

where Eqs. 4a-4c are state transition equations, and the out- 
put equations, Eq. 4d, are unchangec!. Equation 4a (or Eq. 
4b) restricts the valuations of ik (or X,- 1 )  to stable states by 
definition. Note that the value of u k - l  is not limited to any 
particular valuation since we want X k -  to represent all pos- 
sible stable states. Note that nonretentive transitions are 
uniquely defined by Eqs. 4a and 4b. If Uk represents a reten- 
tive transition, then at least one element of Eq. 4a will be 
i i , k  - g , , k ,  where i E (1, . . . , n}, which can be satisfied by any 
valuation of 2 i , k .  Therefore, X k  is not uniquely determined 
by Eqs. 4a and 4b in this case. An additional constraint is 
necessary to determine i k  uniquely for retentive transitions. 
Equation 4c determines all retentive transitions uniquely. The 
Boolean function h:{F, T)" X {F, T}m --f {F, T)" is a vector of 
logical propositions called retentive functions that define con- 
ditions for retentive transitions. The retentive functions h can 
be derived from f automatically, which is discussed later. 
As an example, consider again the alarm-acknowledge sys- 

tem. The revised implicit Boolean state-space model can be 
derived from Eq. 3 as follows: 

Equations 5a-5d define all nonretentive transitions, and Eqs. 
5e and 5f define all retentive transitions. Figure 12 is a state 
transition graph representing all feasible solutions of Eqs. 
5a-5d. Note that the unstable state X = [ ' I T ]  is excluded. 
However, retentive transitions are net uniquely determined. 
For example, the transition from x k - l  =[TF] when u k  = 
[FFTT] is not uni ue Instead, the transition can be 
TF-FF or T F k F I ' .  However, we know that the 
correct transition is TF ~ F F  because x k  = [F, ~ 2 ,  k - I by 
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Figure 12. State transition graph for alarm acknowl- 
edge system defined by Eqs. 5a-5d. 

substituting Uk = [FFTT] into Eq. 3. By adding Eqs. 5e and 
5f, all retentive transitions are determined uniquely. Figure 
13 shows a state transition graph defined by the complete 
state-space model of Eq. 5. 

The Boolean state-space model of Eq. 4 now embeds im- 
plicitly all possible legal transitions between stable states. 
However, it does not embed transitions from initial states if 
these initial states are not stable. Figure 14 illustrates this 
situation where the state X = [FF] corresponds to an unstable 
initial state. The model of Eq. 4 does not include the transi- 
tion F F S T F  because i k -  in Eq. 4 does not include this 
unstable state. However, this is not a limitation because the 
initial states must be specified explicitly as mentioned earlier. 

Coupled with an explicit specification of the initial states, 
the Boolean state-space model of Eq. 4 or Y ( u k - , ,  uk, ik-,, 
ik, Yk) embeds implicitly all possible legal transitions be- 
tween stable states or from initial states. Hence, any feasible 

TFT- 
-TT- 

TFT- 

--FT 
-TT- 

\\ 

--FF - FFFF I -  Retentive transitions are underlined 

Figure 13. State transition graph for alarm acknowl- 
edge system defined by Eq. 5. 

TF 

FT 

FT FF,TT 

Figure 14. FSM containing unstable initial states. 

solution of the model represents a particular legal transition 
between stable states or from initial states. This model forms 
the basis for our large-scale verification technology. Note that 
the size of the model in terms of the number of logical 
propositions is linear in the number of state variables and the 
number of outputs. 

Finally, from the examples it is clear that the system of 
Boolean equations (Eq. 1) can be obtained automatically from 
standard industrial representations for LCSs such as binary 
logic diagrams, ladder logic diagrams, and programming lan- 
guages. Even though the model of Eq. 1 or Eq. 4 is determin- 
istic by assumption, the mapping from standard representa- 
tions to our Boolean state-space model is not necessarily 
unique. For example, binary logic diagrams that have 
nonunique feedback cutsets yield a family of Boolean state- 
space models, each of which may have a different functional- 
ity due to the existence of hazards and races (Park and Bar- 
ton, 1996). It is therefore necessary to guarantee that any 
logic design has had any potential ambiguities resolved be- 
fore applying implicit model checking [e.g., by explicit specifi- 
cation of the feedback cutset for a binary logic diagram (Park 
and Barton, 1997)l. Clearly, any potential for ambiguity is 
highly undesirable in safety-related applications and should 
be resolved by any design procedure (Park and Barton, 1996). 

Derivation of retentive functions 

The retentive functions in Eq. 4c can be derived by exam- 
ining the conditions under which the inputs do not determine 
the state vector uniquely. The transition equation for ith state 
variable xi,k is 

First, the transition function f i  can be transformed into the 
form: 

where d; is a vector of state variables excluding x,,k, and 
the Boolean formulas A, =,, f,, cz are in conjunctive normal form 
(a conjunction of clauses where each clause is a disjunction 
of atomic propositions). A conjunction is a set of logical 
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propositions connected by the AND operator A ,  while a dis- 
junction is a set of logical propositions connected by the OR 
operator V.  An atomic proposition is a logical proposition 
that does not contain any Boolean connectives. An algorithm 
to convert Boolean formulas into conjunctive normal forms 
(e.g., Clocksin and Mellish, 1984) can be used with a distribu- 
tive law to derive Eq. 7 automatically from Eq. 6. For exam- 
ple, consider the transition equation for 2,: 

I - 

First, the transition function for 2?l can be converted into a 
conjunctive normal form: 

I 

Factorizing the term 2 1 . k  on the righthand side of Eq. 9, the 
expression corresponding to Eq. 7 is obtained as 

X1 

I 

It is clear from Eq. 7 that 2?i,k cannot be determined uniquely 
if fi,cl(uk, Xi)  and 1 fi,c2(uk,ii). Therefore, the memory- 
retaining constraint for ith state variable 2 i . k  is 

, 
1 

Note that derivation of memory-retaining propositions has the 
same computational complexity as converting Boolean formu- 
las into conjunctive normal form. In particular, the number 
of clauses in the conjunctive normal form can be exponential 
in the worst case. However, in general the number of clauses 
in the conjunctive normal form can be made linear in the 
number of Boolean variables in the original proposition by 
introducing a polynomial number of intermediate variables, 
using an algorithm such as structure-preserving clause form 
translation (Plaisted and Greenbaum, 1986; Boy de la Tour, 
1990; Hahnle, 1993). 

As an example, consider again the tank interlock system of 
Figure 8. The righthand side of Eq. 2 is already in the form 
of Eq. 7 (replace xl,k-l  and Xl ,k  with 2 1 , k  in Eq. 2). 
Therefore. the retentive function is 

I I  
and the complete Boolean state-space model for the tank in- 
terlock system of Figure 8 is obtained as 

I 

I 

I 

4 
1 
I 

1 I 1 Tb 
I I 1 I I 
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I I I 

1 I I t Tb 
I I I I I 

I n I 

r 
time 

Figure 15. Timing diagram of delay-on timers. 

Modeling unit delay timers 
All delay timers are abstracted and modeled as unit delay 

timers. Abstract logical relationships between input and out- 
put signals are established by stating the minimum set of rel- 
evant properties of delay timers. For example, Figure 15 rep- 
resents the timing diagram of unit delay-on timers. The ab- 
stract logical proposition that represents the functionality of 
the unit delay-on timer is 

(1 x1,k A 7 x2,k) (7  x1,k- 1 A X1.k A 7 X2.k) 

v(xl,k-l A x1,k A x:!,k). (14) 

Similarly, Figure 16 represents the timing diagram of unit de- 
lay-off timers, and the abstract logical relationship is given by 

From the simulation point of view, this abstraction is obvi- 
ously a loss of information. However, from the verification 
point of view, the modeling of delay timers as unit delay timers 

I 4  

7 
time 

Figure 16. Timing diagram of delay-off timers. 
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will be adequate because the model-checking algorithm 
explores the entire state space, including the variables repre- 
senting the abstract behavior of delay timers. If the specifi- 
cation is satisfied by the model, the model is correct with 
respect to the specification regardless of the magnitude of 
delays in timers because we consider all possible combina- 
tions of the inputs and outputs for the timers. Thus, the model 
is verified. If the specification is violated, it is necessary to 
analyze the problem with more rigorous delay timer models 
to reach a conclusion concerning correctness of the logic. 

Specification Language 
The LCS embeds multiple functionalities coupled with each 

other, and there are large numbers of correctness properties 
that must be satisfied by the LCS model. These properties 
can be categorized into three classes: shutdown logic, permis- 
sive logic, and sequences. For example, consider the tank- 
filling process of Figure 1. The LCS should always issue a 
Stop signal to the pump if the level of either tank A or B is 
higher than its threshold limit (shutdown logic). Similarly, the 
pump should not operate if an operator tries to fill tank A 
and B simultaneously (permissive logic). 

Figure 17 shows a network of pipes and valves, which pro- 
vides a sequence of an 0, stream and then a CH, stream to 
the downstream process. Mixing of 0, and CH, is not al- 
lowed to prevent an explosion. Therefore, the LCS for this 
process must ensure that the 0, valve and CH, valve should 
not be open at the same time (permissive logic). Further- 
more, the LCS must ensure that the N, valve should be open 
just after the 0, valve or CH, valve is closed (sequence). 

Finally, consider the typical LCS implemented for a fur- 
nace. If unsafe conditions occur or stop signals exist, then the 
LCS should issue a shutdown signal immediately regardless 
of the current state (shutdown logic). If the furnace is in a 
shutdown state, then the furnace should stay in the shutdown 
state or the furnace can move only into the purge state (se- 
quence). The furnace cannot be ignited unless the furnace 
has been purged (permissive logic). 

In order to verify the LCS model, it is necessary to repre- 
sent all of these diverse properties in a formal manner, which 
is a formal specification. Note that every individual run or 
computation of the LCS yields a sequence of states and asso- 
ciated transitions, and specifications for the LCS are in gen- 

Figure 17. Network of pipes and valves. 
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era1 satisfied by some sequences, and not satisfied by some 
other sequences. Temporal logic, a logic of propositions whose 
truth and falsity may depend on time, is used to represent 
specifications because the language of temporal logic pro- 
vides operators for reasoning about computations. 

Among different classes of temporal logic, the subset of 
the language of temporal logic of Clarke and Emerson (1981), 
which is a class of propositional brunching-time temporal logic 
(Emerson, 1990), is used for formal specification. The scope 
of temporal formulas employed in this article will be con- 
fined to those involving only two time steps, because our 
Boolean state-space model is first order. Note that the class 
of temporal formulas that satisfy these conditions will be suf- 
ficient to specify most intended properties of LCSs because 
the range of properties that can be specified is quite broad 
(Halbwachs et al., 1989; Jagadeesan et al., 1995). 

The temporal formulas are built up from atomic proposi- 
tions (encoded by inputs, outputs, or state variables), Boolean 
connectives { 1, A, V 1, and temporal operators {G:always, 
F:sometimes,N:next} restricted by quantifiers {V, 3}, where V 
(for all) and 3 (there exists) are universal and existential 
quantifiers, respectively. The syntax of the temporal logic is 
formally defined as: 

Any atomic proposition is a formula. 
If p ,  q are formulas, then so are the formulas 1 p ,  p A q, 

and p V q. 
If p is a formula, then so are the formulas V G ( p ) ,  3 F ( p ) ,  

V N ( p ) ,  and 3 N ( p ) .  
The semantics of the temporal formulas can be formally 

defined with respect to the model V(U,_ ,, uk, 2,- xk, Y k ) .  
The formula V G ( p )  (always p )  means that the proposition p 
holds for all states and their associated transitions in the 
computation. As an example, consider the tank interlock sys- 
tem of Figure 8. One of the requirements for this interlock 
system is that the inlet valve should be closed (SV430 is 
FALSE) whenever there is a shutdown signal (PAH430 or 
Stop) even if the operator presses the Reset button by mis- 
take. Since this property should always be satisfied regardless 
of the current state of the system, it can be specified formally 
as VG(U, , ,  V U2,k -+ 1 It is not difficult to see from 
Figure 9 that any transition _from any state satisfies the 
proposition Ul,k v U,,, -+ 7 Xl ,k ,  therefore, the formula 
VG(U,,,  V Uz,k-+ 1 is TRUE for the model of Figure 9. 

The formula 3 F ( p )  (sometimes p )  means that there is 
some state and its associated transition in the computation at 
which p holds. Consider the alarm-acknowledge system of 
Figure 10 as an example. If there is an alarm (Horn is TRUE), 
then the operator can acknowledge the alarm (Ack is TRUE) 
and turn it off (Horn is FALSE) by pressing the PB button. 
Therefore, we can expect that the signals Ack and Horn can- 
not be TRUE at the same time, which can be formally speci- 
fied as 7 3 F ( X ,  A f2). It is easy to see from Figure 13 that 
the proposition XI A 2, is not satisfied, therefore the for- 
mula 3 F ( X ,  A %,) [or 1 3 F ( X ,  A X,)] is FALSE (or TRUE) 
for the model of Figure 13. Note that checking the formula 
1 3 F ( i J  A X,) is equivalent to checking the formula 
VG[ 7(X1 A X 2 ) ] .  In general, the operators VG and 3F are 
dual: V G ( p )  = 1 3 F ( l  p ) .  

The formula V N ( p )  ( p  at all next time) means that the 
proposition p holds in every immediate successor of the cur- 
rent state, while 3 N ( p )  ( p  at some next time) means that the 
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proposition p holds in some immediate successor of the cur- 
rent state. For example, consider again the alarm-acknowl- 
edge system of Figure 10. Note that once there is an alarm 
(Horn is TRUE), then either it should stay on or it is turned 
off (Horn is FALSE) only by pressing the PB button. This 
requirement can be formally specified using V G  and V N  as 

see from Figure 13 that this formula is TRUE by checking 
the transitions from the state X = [FTI. Note that the opera- 
tors V N  and 3 N  are dual: V N ( p )  = 1 3 N (  1 p ) .  

v(G{'z,k VN['z ,k  v(7 X 2 . k  A u , , k ) ] } .  It is not difficult to 

Verification Algorithm 
The verification of sequential logic systems against specifi- 

cations is formulated as a Boolean satisfiability problem, 
which is then solved as its equivalent integer programming 
feasibility problem. 

Transformation into satisfibility problem 
The verification algorithm takes as inputs the model and a 

specification formula to be verified. The specification for- 
mula is transformed into a form that involves only existential 
quantifiers by removing universal quantifiers using the identi- 
ties in the preceding section, and then coupled with the model 
to yield a Boolean satkfiabiliv problem (Nemhauser and 
Wolsey, 1988): 

tion formulas and corresponding specification constraints. 
The only remaining problem is to find out whether the prob- 
lem in Eq. 16 is satisfiable or not. 

The results of the satisfiability problem should be analyzed 
differently depending upon the types of quantifiers by which 
the formula is preceded. For a formula with a universal 
quantifier, satisfiability means that the formula is FALSE and 
the valuations that make the problem satisfiable represent 
counterexamples, whereas unsatisfiability means that the for- 
mula is TRUE. For a formula with an existential quantifier, 
satisfiability means that the formula is TRUE and the valua- 
tions that make the problem satisfiable represent witnesses, 
whereas unsatisfiability means the formula is FAISE. Note 
that it is not necessary to have an additional algorithm to 
construct counterexamples or witnesses since the feasible so- 
lutions of the Boolean satisfiability problem are counterex- 
amples or witnesses depending upon the formula verified. 
Furthermore, the solution algorithm presented in the next 
subsection can find all feasible solutions systematically. 

For example, the formula V G ( ~  U 1 . k  A 1 u ~ , ~  + ' 1 . k )  

checks whether the valve will be open if there is no pressure 
alarm and Stop signal for the tank interlock system of Figure 
8. It is not difficult to see from Figure 9 that the formula is 
FALSE because the valve will remain closed if it was closed 
at the previous time step. Therefore, the solution of the 
Boolean satisfiability problem will be feasible, and the feasi- 
ble solution Xk- = [Fl, x k  = [Fl, uk = [FFFI or transition 
F S F  will serve as a counterexample. The formula 
3F(',,, A ' 2 , k )  checks whether the horn can sound when 
the alarm is acknowledged by an operator for the alarm- 
acknowledge system of Figure 10. The formula is FALSE be- 
cause the state X = ['IT] does not exist in the state transition 
graph of Figure 13. Therefore, the solution of the Boolean 
satisfiability problem will be infeasible, hence, there is no 
witness. 

The formulation of the Boolean satisfiability problem is il- 
lustrated using the tank interlock system of Figure 8 with the 
formula mentioned in the preceding section: 

which determines if any feasible solutions that satisfy all the 
constraints exist. The specification constraint W ( U k ,  x k -  i k ,  
Yk) can be derived from the specification formula by remov- 
ing all universal quantifiers. Table 1 shows a list of specifica- (17) 

Rather than checking the original proposition, its negation is 
added to the model (Eq. 13) to formulate the following satis- 
fiability problem: 

Table 1. Specification Formulas and Constraints 

Specification 

V N ( ~ ) ,  X,  - I = x,, 
Formula w(uk,Xk. .  ik, Y k )  Interpretation - 

3 [ u 1 , k  - 1 9  UZ, k -  1 7  u3, k -  1 3  ul, k 9 U 2 . k  9 u3, k 7 '1, k - 1 7  ' 1 ,  k ]  
1 p(Xk ), g k  -, = X, p holds at every 

next state of X, s.t. 

- 
p holds always x l ,  k -  1 c, ( ul, k -  1 A u2, k -  1 )  A (u3, k -  1 x l ,  k - I ) 

( ul,k A u 2 , k )  A u3,k + ( ' 1 . k  c, ' 1 ,  k -  I j 

It is possible that p 
holds at some states which, if infeasible, verifies the original proposition (i.e., no 

state violating the original proposition exists), whereas if fea- 
3 F [ p  + 3 N ( q ) ]  -, p(&- ,)V q(&) It is possible that 

if p occurs, then q 
holds at some next state 

sible, proves- the violation of the original proposition and 
yields a set of feasible solutions corresponding to states and 
transitions that act as counterexamples. 
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Integer programming feasibility problem formulation 
The final key step in our approach is that we exploit the 

equivalence between a Boolean satisfiability problem and a 
linear 0-1 integer programming (IP) feasibility problem 
(Cavalier et al., 1990) to perform the actual verification auto- 
matically and efficiently. Even though the two problems are 
known to be NP-complete, the advantages of solving the satis- 
fiability problem as the quantitatiue IP feasibility problem 
have been demonstrated (Hooker, 1988). Most importantly, 
the IP feasibility problem derived from a satisfiability prob- 
lem can be resolved by just solving the relaxed version of the 
problem in close to 90% of the cases (Hooker, 1988). 

The Boolean satisfiability problem can be transformed au- 
tomatically to an IP feasibility problem. The set of proposi- 
tions in the satisfiability problem (Eq. 16) is first converted 
into their equivalent conjunctive normal form automatically 
(see the subsection on the derivation of retentive functions). 
Once propositions are in conjunctive normal form, it is 
straightforward to transform the set of propositions in 
Boolean variables into a set of linear inequalities in terms of 
binary variables. For the conjunctive normal form to be 
TRUE, each clause must be TRUE independently of the oth- 
ers and, each clause is converted into its equivalent inequal- 
ity. For example, the clause U, v 1 U2 is converted into u1 + 
1 - u2 2 1, where ul and u2 are binary variables correspond- 
ing to Ul and U2, respectively (i.e., ul = 0 and u2 = 1 is not a 
feasible solution, but all other realizations are). Therefore, 
the satisfiability problem (Eq. 16) can be transformed into 

where A ,  a are, respectively, an integer matrix and an integer 
column vector of coefficients, and uk- I ,  uk E (0, 
f k  E {O,  l}fl, yk E {0,1}' are vectors of binary variables corre- 
sponding to u ~ - ~ ,  u,, ik-l, i k ,  Y k ,  respectively. Standard 
branch-and-bound algorithms are used to solve the IP feasi- 
bility problem. 

Note that transformation of the Boolean satisfiability prob- 
lem into its equivalence IP feasibility problem has the same 
computational complexity as converting Boolean formulas 
into conjunctive normal form, and that any propositions in 
the Boolean satisfiability problem can be converted effi- 
ciently into conjunctive normal forms containing a number of 
clauses polynomial in the number of Boolean variables as dis- 
cussed in the subsection on the derivation of retentive func- 
tions. 

The Boolean satisfiability problem of the tank interlock 
problem (Eq. 18) will be transformed into the IP feasibility 
problem to illustrate the procedure. The conjunctive normal 
form of each proposition in Eq. 18 is 

f k -  

A ( u l , k  u2,k ' 3 . k  ' 1 , k )  

"(u1,k u2,k u3.k X 1 . k  ' 1 . k - I )  

( u l , k  u 2 . k )  A x l , k ,  (20) 

which can be transformed into the IP feasibility problem: 

It takes 0.02 s to solve this IP feasibility problem using 
GAMS/OSL on an HP9000/735. The problem is infeasible, 
which means that the original specification (Eq. 7 )  is satisfied 
by the model (Eq. 13), and the tank interlock has been veri- 
fied formally with respect to this constraint. 

Case Study 
The verification methodology proposed in this article has 

been applied to a number of problems from the literature 
(including the tank-filling interlock and alarm-acknowledge 
system), and from an industrial collaborator. Since all the ex- 
amples in the literature are very small-scale problems in terms 
of the number of state variables, and the advantage of our 
method over existing model-checking methods lies in the 
problem size that can be solved without suffering from state 
explosion, the verification results for the examples in the lit- 
erature will not be detailed here, and are summarized in 
Table 2. Instead, the burner management system in North 
American Guidelines for Application of MODTM 5 Burner 
Management (Dow Chemical Company, 1994) will be used to 
illustrate the capability of our method to solve large-scale 
verification problems. The guidelines provide a basic burner 

Table 2. Verification Results on Literature Problems 

State Variables/ No. of IP CPU 
Problem Total Variables Constraints Times (s) 

Alarm acknowledge 2/12 17 0.01-0.02 
system (Moon et al. 
1992) 

55 0.01-0.06 
312 0.92-4.16 

Tank filling interlock 6/26 
Furnace standard 17/123 

(Probst et al., 1995) 
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Figure 18. Fuel-gas-fired single burner. 

management system for single-burner fuel-gas-fired equip- 
ment, as shown in Figure 18. The guidelines contain nine 
shutdown interlocks, an operation sequence involving ten 
steps, and seven related abort logics coupled together. Exam- 
ples of each are shown in the binary logic diagrams of Figure 
19. Note that they are not independent since they are cou- 
pled by sharing variables together. The system of Boolean 
equations is extracted from the original logic coded in DOW- 
TRAN (a proprietary procedural control language). Table 3 
shows the statistics on problem size. 

Since any formal verification method will ultimately be lim- 
ited by the combinatorial nature of the problem, the best way 
to prove the value of our approach is to apply it to a series of 
problems of increasing size. In order to obtain empirical re- 
sults on the performance of our approach, we formulate a 
global burner management system by combining a number of 
single-burner management systems in parallel and by adding 
a global shutdown logic, as shown in Figure 20. Then, the 
global model is tested against the five specifications listed in 
Table 4 by increasing the number of single burners from 1 to 
10. All the IP feasibility problems are solved by standard 
branch-and-bound codes in GAMS/OSL (Brooke et al., 1992). 
All the IP problems tested are infeasible, meaning that all 
the specifications tested are satisfied by the model. 

Table 5 and Figure 21 show model statistics. Note that the 
problem size in terms of the number of constraints and total 
number of variables is increasing linearly with the number of 
state variables, which demonstrates that the size of the model 
that can be constructed is not limited by the amount of com- 
puter memory available due to its implicitness. Therefore, 
very large-scale verification problems can be formulated in 
our approach, which is impossible in explicit enumeration- 
based model checking. 

Table 6 shows the verification performance in terms of the 
number of state variables. First of all, the largest verification 
problem has 441 state variables and 652 inputs, resulting in 

Table 3. Model Statistics for Single-Burner Management 
System 

Category No. 
No. of propositions 274 
No. of inputs 67 
No. of state variables 44 
No. of outputs 20 

A1(109,50) LT A P ( l % ~ ~ ~ ~  9 
AI(119.50) LT AP(1909) 

AIM(119) 

Slep(lO9) 
Slep(ll0) 
slep(111) 

A Set 109 A 

NSDN 

SleDll 08)  --L. 

D D ( l O 3 ) m  Feedbad . DC(2109). ALM(100) 
DC(2109) 

SHDN(109) : Low Low Fuel Gas Pressure Alarm 

ALM(109) 

STEP(105) : Purge Step 

Rslurn(lO5) 

k I 

DC(102) 

ALM(11O)- A DO(102) 
ALM(111)- r DC(2997) 

ALM(l18) - 
ALM(l19) - Slep(lO3) - 
ALM(120)- Step(lO4)- 

Slep(lO5)- 

Step(lO7) - Feedback . DC(102) SteP(lO6)-+ 

step(112) 4 
DO(102) : F I  Main Upstream EBV 

Figure 19. Sample logic of single-burner management 
system. 

the possibility of more than states and transitions. 
Verification took from 3.5 to 7.5 min of CPU time on an 
HP9000/735, depending upon the specifications tested. Note 
that the IP feasibility problem was resolved by just solving 
the relaxed linear-programming problem in several cases, and 
in other cases, the number of nodes visited during branch- 

Burner1 k-~ 
Shutdown 

Reset 

Burner N 

I 

Figure 20. Global-burner management system. 
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Table 4. Specifications Verified 

No. Informal Specification Formal Specification 
1 

2 

STOP signal should bring all burners in safe shut- 
down states, and should override RESET signal 

Once STOP signal becomes ON, shutdown signal 
should remain ON even though STOP signal be- 
comes OFF 

Upon receiving STOP signal, outputs of all main 
fuel downstream block valves should be aborted 

Upon receiving STOP signal, outputs of all pilot gas 
upstream block valves should be aborted 

Upon receiving STOP signal, outputs of all burner 
electronic ignitors should be aborted 

VG[STOPARESET -+ s?'EPl(112)A ... ASTEPN(112)] 

VG[ 1 STOP A SHUTDOWN -+ VN(SHUTDOWN)] 

3 

4 

5 

VG[STOP -+ 7(DOI(103)v ... vD0,(103))] 

VC[STOP -+ -(DO,(112)V ... vD0,(112))] 

VC[STOP -+ ~(D0,(114)V ... vDON(114))] 

Table 5. Model Statistics for Global Burner Management System 

n Constraints States Transitions Unit m Total 
1 45 67 169 1,116 3.5 x 1013 5.2 x 1033 
2 89 132 335 2,220 6.2 X 3.4x 1066 
4 177 262 667 4,428 1.9X 1053 1.4 x 10132 

6,636 5.9 x 1079 6.0 x 10'97 
8,844 1.8 x 10'06 2.5 x 10263 

6 265 392 999 
8 353 522 1,331 

10 441 652 1,663 11,052 5 . 7 ~  10132 4.8 x 

Unit: number of single burners in the global burner management system; n:  number of state variables; m: number of inputs; Total: total number of 
variables (inputs, outputs, state variables, internal variables) (Note that internal variables are intermediate variables introduced during model construc- 

'7 

tion); Constraints: number of inequality constraints generated; States: upper bound on the number of possible states; Transitions: upper bound on the 
number of possible transitions. 

and-bound search for IP solution is very small (less than 300). 
Figure 22 shows how the verification time depends on the 
problem size in terms of the number of state variables on the 
log-log scale. On a log-log scale plot, the polynomially grow- 
ing function y = x" appears as a straight line with a slope n. 
Note that in all cases, the verification time is growing roughly 
quadratically (i.e., n = 2) with respect to the number of state 
variables. 

Conclusions 
We have shown that formal verification of large-scale se- 

quential logic systems can be conducted efficiently without 

12000 
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9) 8000 
5 
f 6000 = e 

4000 

N 

2000 

0 
0 100 200 300 400 500 

Number of State Variables 

+Total Number of Variables *Number of Constraints 
Figure 21. Problem size vs. number of state variables. 

encountering the state explosion problem. The key new re- 
sult that facilitates this is the development of a novel implicit 
representation for sequential logic systems. In addition, sig- 
nificant computational benefits arise from solving the verifi- 
cation problem in the domain of binary variables rather than 
in the domain of Boolean variables. 

Sequential logic systems are represented implicitly by a 
Boolean state-space model that embed all possible states and 
transitions in a compact closed form. Specifications are rep- 
resented in a subset of temporal logic. Combining the model 
with specifications, the verification problem is formufated as 
a Boolean satisfiability problem, which in turn is transformed 
into its equivalent IP feasibility problem. The IP feasibility 
problem is solved using a standard branch-and-bound algo- 
rithm, whose solution determines whether the specification is 
satisfied or not, yielding counterexamples or witnesses, as 
necessary. Note that all the intermediate steps involved can 
be automated and can be performed efficiently in polynomial 
time. 

In principle, the verification problem is combinatorial. The 
key feature of our approach is to confine the combinatorial 
nature of the problem to the solution of the IP feasibility 
problem, which implies that (1) model formulation is not 
combinatorial at all, and (2) the whole verification problem 
can be solved efficiently if we can solve the resulting IP feasi- 
bility problems efficiently. Empirical studies indicate that the 
IP feasibility problem can be solved very efficiently in polyno- 
mial time using a standard branch-and-bound algorithm even 
though the IP feasibility problem is in the worst-case combi- 
natorial. This high efficiency in terms of computational cost 
is because the IP feasibility problem was solved by just solv- 
ing the relaxed linear programming problem in many cases, 
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Table 6. Verification Results 

n Nodes CPU Nodes CPU Nodes CPU Nodes CPU Nodes CPU 
45 0 1.56 10 2.46 0 2.45 0 2.67 0 1.64 
89 0 7.72 6 5.25 21 11.46 0 8.22 21 8.63 

177 41 38.48 21 32.45 41 43.21 41 35.60 21 24.47 
265 61 67.81 41 66.06 61 62.19 41 73.38 41 70.46 
353 61 122.34 61 146.31 61 138.92 81 101.73 81 163.58 
441 141 296.44 84 211.51 241 447.40 81 211.83 81 235.60 

n: number of state variables; Nodes: number of binary nodes visited during branch-and-bound search in GAMSPSL; CPU: CPU times in seconds using 
GAMS/OSL in HP9000/735. 

Specification 1 Specification 2 Specification 3 Specification 4 Specification 5 

____ 

1000 1 

1 4  
10 100 1000 

Number of State Variables (Log-scale) 

4 S p e c  1 +Spec 2 +Spec 3 
+Spec 4 +Spec 5 

Figure 22. Verification times vs. problem size. 

and in other cases, the number of nodes visited during a 
branch-and-bound search for IP solution is vely small. We 
have no theoretical explanation for this observation yet; how- 
ever, it has been noted before that this is due to the special 
structure of thc IP problem, and arises from the use of the 
conjunctive normal form (Cavalier et al., 1990). Here, we ob- 
serve that the implicit enumeration conducted by a branch- 
and-bound algorithm based on information from partial re- 
laxations of the IP feasibility problem is dramatically more 
efficient and tractable than enumeration-based verification 
techniques. 
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